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Ucnonb3oBaHue PykoBoacTBa

OTO PYKOBOACTBO NoApa3yMeBaET, YTO Bbl 3HAKOMbl C OCHOBHbIMW AENCTBUSIMU TUNa
LLIeNYOK, NpaBblv LWEeNYoK, ABONHOW LWENYOK MbILbio U1 OCHOBaMU yrnpaBreHus
yCTaHOBJIEHHOWN ornepavuMoOHHON cucTeMon. PyKOBOACTBO TakKe nogpasymeBaerT, YTo
Bbl MMeeTe 6a30Bble MOHATUA O HACTPOWKE NoKanbHOW ceTu. HactoaTtensHo
pekoMeHayeM O4YeHb BHMMATESIbHO NpoYnTaTh 3TO PYKOBOACTBO.

B pykoBoacTBe Ucnonb3yoTcsa creyoLuime ycrnoBHble 0603HaYeHms:

» [talics ans UMEH hannos, NyTen K HAM, KHOMOK, MEHIO N NMYHKTOB MEHIO.

= Bold Italics nnsi 3amMeToK U KOMMEHTapueB.

»  Ob6begmHeHe HaMMEeHOBaHWI KNaBuLL KnaBmuaTypbl 3HAKOM MIOC O3HAYaeT, YTo
NX Hago HaxxmmaTb ogHoBpeMeHHo. Hanpumep: HaxmuTte Ctri+Alt+Delete ans
TOro, 4tobbl Nepesarpy3nTb KOMNbIOTEP.
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1. OcHoBHaAa nHhopmaums

1.1 KpaTtkumn o063op

B pononHeHune k ctaHgapTHLIM BO3MOXHOCTAM ynpaBneHnsa npaBsamu 4octyna ¢
ncrnonb3oBaHmem DeviceLock MeHepxepa, DeviceLock obecneunBaeT Bac u 6onee
MOLLIHbIM ME€XaHU3MOM - MpaBura gOCTyna 1 HaCTPOWMKM MOryT BbITb M3MEHEHbI U
NMPUMEHEHbBI C UCMOSTb30BaHNEM IPYNMNOBOW NOMMUTUKN CIyXObl ynpaBneHus katanoramm
aomeHa (Active Directory).

my6okas nuterpauus B Active Directory — BaxkHasa ocobeHHocTb DevicelLock. OHa
ynpowjaeT pasBepTbiBaHMe B 6OMbLUMX ceTAX U Bonee yaobHa Ons CUCTEMHbIX
aAMWHNCTPaTOpPOB.

Moppepxka rpynnoBbix nonuTuk B DevicelLock genaet BO3MOXHbIM
aAMWUHNCTPUPOBaHME Ha OCHOBE NONUTUK AOMeHa, ucnosnb3yembix B Active Directory.
MonuTuku cosgaroTca ¢ ncnonb3oBaHnem ocHacTkm Group Policy anst koHconu MMC.
CuctemHble agMUHUCTPATOPbI MOTYT MCMNOMb30BaTb NOSIUTUKM ANA KOHTPOSS 3a
nonb3oBaTeNsAMn N KOHUrypaumsmm KOMnbOTEPOB C €4MHOr0 MecTa B floKanbHON
ceTn.

MHTterpauus B Active Directory ncknioyaet Heo6xo4MMOCTb YCTaHOBKM
OONOJSTHUTENbHbLIX NPUMOXEHUN ANSA LEeHTPann3oBaHHOMO yrpasneHna 1 yCTaHOBKN.
DevicelLock He TpebyeT cBOen cCOBCTBEHHOWN CEPBEPHON BEPCUM AN KOHTPOIS 3@ BCEWN
CeTblo, BMECTO 3TOro UCMNONb3yeTcHa CTaHAapTHaa pyHKUMs, npegocTasnsemas Active
Directory.

[MocpeancTBoM rpynnoBow NOSIUTUKM MOXHO:
= YcraHoBuTb DeviceLock CepBuc Ha Bcex KOMMbOTEpPaX SIOKanbHOW CeTu;

»  WN3meHaTb HacTponkn DeviceLock Ha Bcex komnbloTepax;

»  KoHTponupoBaTb JOCTYN nosib3oBaTesien K yCTpoMCcTBam U U3MEHATb
orpaHu4eHus Ans BCero Ao0MeHa.

O6pamume eHumaHue, Ymo 0ns ynpaeneHusi DeviceLock nocpedcmeom 2pynnoeoli
nonumuku ebl OO/MKHbLI NpedeapumesibHO ycmaHo8UMb U OO/MKHLIM 06pa3om
Hacmpoumsb Active Directory. [jns 6onee nonHol uHghopmayuu o6 ycmaHoeke u
Hacmpolike Active Directory obpawjatimecb, noxasnylicma, kK coomeemcmeyrouwel
dokymeHmauuu Microsoft.
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1.2 O6HOBMNEHME rPYNNOBbIX MNOMIUTUK

Monuntrnkm oGHOBNAOTCA NpW 3anycke kKoMnbloTepa. Korga nonb3oBaTtenb BKAOYaET
KOMMbOTEP, CUCTEMA NpUMeHSEeT nonutuky ansa Devicelock.

OnumoHanbLHO NONUTUKM MOryT OBHOBNATLCA Ha Nepuoanyeckon ocHose. o
yMon4aHuio nonutmuka obHoBnsaeTca kaxable 90 MuHyT. YUT06bI 3aaaTh Apyrov
WHTepBar, Yepes KOTopbIN NonnTnka byaet obHOBNATLCS, Ucnonb3ynte Group Policy
Object Editor. bonee nogpobHo 06 aTom untante B 6a3e 3HaHu Microsoft:
http://support.microsoft.com/default.aspx?scid=kb:en-us;203607

Monutnkm Takke moryT ObiTb 06HOBNEHLI NO TpeboBaHuMto. [ANa HeEMeaneHHOoro
obHoBMNeHns Tekywmx nonutuk Ha Windows XP unn 6onee no3gHux cuctemax,
afiMUHUCTPATOP MOXET BbI3BaTb YTUIIUTY KOMaHAHOW CTPOKU: gpupdate.exe /force,
npepoctasnsaemyto Microsoft. B onepauyunonHon cucteme Windows 2000
aAMWHNCTPATOP MOXET BbI3BaTb APYryl0 YTUNNTY KOMaAHOHOW CTPOKK, Npeasiaraemyto
Microsoft: secedit /refreshpolicy machine_policy /enforce.

Mpn o6HOBRNEHUN NONUTUKM CUCTEMA 3anpallnBaeT y cepBuca KaTanoros Crmncok
obbekToB rpynnoson nonutukmn (GPO). Kaxxabih 06beKT rpynnoBOn NOSIUTUKM CBA3AH C
KOHTENHEepPOM CNyX0bl ynpaBneHus Katasnorom, KOTOPOMY NPUHAASIEXMUT KOMMNbIOTEP.
KomMmnbloTep nonyyaeT yCTaHOBKM nocnegHero o6paboTaHHOro KOHTenHepa cryxobl
yrnpasrneHus katanorom (Active Directory).

Ob6pabaTtbiBasi 06BLEKTLI FPYNNOBON NOMUTUKN, CUCTEMA NPOBEPSIET CNNCOK yrpaBrneHus
poctynom (ACL), cBA3aHHbIN C KaxabiM 06beKTOM. Ecnv 3anucb ynpaBneHust 40CTYNOM
(ACE) 3anpewaeTt gocTyn KOMMNblOTEPA K 06BbEKTY rpynnoBOv NONUTUKKN, CUCTEMA HE
NPMMEHUT NONMUTUKK, ONpeaeneHHble B 3ToM 06bekTe. Ecnu 3anuck ynpaesneHns
AOCTYNoOM AaeT AOCTyn K 06bekTy, cuctema npuMeHsaeT NoNnTUKN 3TOro obbekTa.

O6pamume eHumaHue, Ymo ycmaHoeka DeviceLock Cepsuca 4yepe3s epynnoesie
nosIuMuKuU npou3eooumcsi MoJibKO 80 8PeMsi 3anycKa KoMmnbromepa. 3mo
npedomepauwjaem HexxeslamersibHble pe3ysibmambl, maKue Kak rnepeycmaHoeka umnu
ob6HoeJ1IeHUEe NpuUsIoXXeHUs1 80 8peMsi €20 ucnosib3ogaHusi. OOHako nonumuku docmyna u
ocmasnbHble Hacmpoliku DeviceLock Mo2ym o6Ho81simbCs1 NepuoluYecKu.
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2. YctaHoBKa DeviceLock CepBuca

OTa nowaroBasi MHCTPYKLMSA ONUCbIBaET, Kak UCMOMb30BaTh rpynmnoByt NOMNTUKY ANS
aBTOMaTtmn4yeckon yctaHoBkn DeviceLock CepBuca Ha KOMNbOTEPLI B JOMEHE.

DevicelLock CepBuc moxeTt 6bITb pa3sepHyT B gJoMeHe Active Directory ¢
ncnonb3oBaHueM naketa ana Microsoft Software Installer (MSI) (DeviceLock
Service.msi).

3AMEYAHUE: lpoepamma aemomamuyeckoli ycmaHoeku Microsoft Windows mpe6yem,
4mob6bI Ha KOMIMblomMepax KiiueHmoe b6bina ycmaHoesieHa Windows 2000 unu 6onee
no30Hsis eepcusi OC.

Bbl MOXeTe ucnonb3oBath rpynnoByko NONMTUKY Ans yctaHosku DevicelLock CepBuca
cnegyowmm obpasom:

= CosgaHue To4YKn YCTaHOBKU

YTtobbl ycTaHoBuTL DevicelLock CepBuc, Bbl 4OMKHbI CO34aTh TOYKY YCTAaHOBKU Ha
cepsepe:

1.

2.

BownTu Ha cepBep B kayecTBe agMUHUCTPaTopa.
Cos3pgaTtb 00WenoCTynHbIM CETEBOW pa3gen.

YcTaHOBUTL NpaBa Ha AaHHyo nanky, paspeLlatoLlime gocTyn K
anctpmnbyTtumay.

Ckonnposatb MSI naket (DeviceLock Service.msi) B co3gaHHbIn
o6LLeaoCTyNHbIN ceTeBon pasaern.

» Co3sgaHve obbekTa rpynnoBo NONUTUKM

[ns co3paHms obbekTta rpynnoson nonutuku (GPO), ¢ noMoLubo KOToporo byaeT
yctaHaBnuBatbcs DeviceLock Cepsuc:

1.

3anyctute ocHacTtky Active Directory Users and Computers
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2. B gepeBe KOHCOMNWU KNUKHUTE NpaBOM KHOMKOW Ha BalleM JOMEHE 1 3aTEM

KNUKHUTE Ha onuuu Properties.

%Active Directory Uzers and Computers

| <5 Corsole  Window  Help | =18] x|
Tree I g2 com 5 objects
@ Active Directory Users and Computer Name I Type
- ) (1 Ruiilin builtinD arain
&3 D.elegate Control. ters Container
-3 0 Find. _ b Contrallers Organizational Uit
gz [ Connectto Domain.. HS ecunityPrincipals Container
F-C3F  Connect to Domain Contraller... Container
F-C3 | Operations Masters. .

|Elpens prope

Mew b

AT asks »

Wi »

M ew Window from Here —I _'I
Refrezh |

Expart List. ..

Froperties

Help

3. Bribepute 3aknagky Group Policy, a 3aTtem kHonky New.

4. BBeguTe Ha3BaHMe, KOTOPOE Bbl XOTUTE HA3HA4YNUTb A9 3TON NOSNTUKK
(Hanpumep: “DevicelLock Service distribution”) n Haxmute knasuwy ENTER.

—[afx]|

£ Active Directory Users and Computers

J@ ey 0 SRR TN =12 com Properties |

Tree I

Generall Managed By Group Palicy |

@ zl2. com

Iﬁ Active Directary U sers

& Current Group Palicy Object Links for 212

Group Policy Object Links

| Mo Overnde | Dizabled |

ﬁ Devicelock Service distribution
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Cloze | [ramze] | Sl |
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5. HaxmuTe Ha kHonky Properties n 3atem BblbepuTe 3aknaaky Security.

6. YcrtaHoBuTe dnaxok Deny, cooTBeTCcTBYlOWMI NpaBy Apply Group Policy,
ONs Tex rpynn, aAns KOTopbIX Bbl XOTUTE 3aNpeTuTb NPUMEHeHne JaHHON
NONUTUKK. YcTaHoBuTe hnaxok Allow ansa Tex rpynn, K Kotopbim dyaet
NPUMEHATLCA AaHHaa nonuTtuka. Nocne 3aBepweHna Haxmute OK.

Devicelock Service distribution Properties

Generall Links =~ Security

M arme - Add...
(=) PARLISLAN-NT4 (SL2AP4RUSLAN-NT 4]

(B PARLISLANW2K [SL2APARUISLANY2KS) ﬂl
= P4SUPPORT (SL2WP4SUPFORTS)

=) P4SUPPORT_NT [SL2AP4SUPPORT_NT$)
= P4SUPPORT_ w2k (SL2\P4SUPPORT_W2K$)

Permizsions: Alloy Deny

-

Full Cantrol

Read

Wiite

Create All Child Objects
Delete All Child Objects
Apply Group Policy

Adyanced... |

OO00O0Ooo
OO0O00O0O0

k. I Cancel Apply

= YcTaHOBKa nakeTta
[ns yctaHosku DevicelLock CepBuca Ha KoMnbHOTEPLI, KOTOPbLIE paboTatT nog,
ynpasneHnem Windows 2000 nnun 6onee nosgHumun OC:
1. 3anyctute ocHacTky Active Directory Users and Computers.

2. B pepese kKOHCONM HaXXMUTE NPaBOM KHOMKOW Ha BalleM JOMEHE 1 3aTeM
KNUKHUTE Ha Properties.

3. Bbibepute 3aknagky Group Policy, BbibepuTe 06bEKT rpynnoBOn NOSIUTUKM,
KOTOpbI/ Bam TpebyeTcs, 1 3aTEM HaXMUTE Ha KHONKy Edit.

4. lMop nyHktom Computer Configuration packponTe onunto Software Settings.
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5. HaxmuTe npaBon kHonkow Ha Software installation, Bbibepute New 1 3atem
KNukHUTE Ha Package.

£12_com Properties 7| =]
e ! iic o ccam. Frenn Beliea |
J Action  Wiew |Jd=' -P|||@
TTEEI Hame | "Yerzion | Deployment state | Auto-inzstall |

E Devicelock Service distibution [z

1

E@ IJzer Configuration Refrezh

Computer Configuration
-1 Software Settings

L} C oftware installation
I:l Windows Settings
@ SmartLine Devicelock ;
I:| Adriniztrative Template Wiew

I:| Software Sethings
I:l Windows Setings
B3 Administrative Template.  Properties

E=port List...

Help

| I KN | o

|.-'1‘-.|:||:|$ a package. |

[ Block Palicy inheritance

Cloze [Fance] | Saply |

6. B none gnanora Open BBeauTe nonHbii ceteson nytb (UNC) k obwemy
pasgeny, cogepxawemy MSI naket. Hanpumep: \\file
server\share\DevicelLock Service.msi.

BAXHO: Y6edumecb, Ymo 8bl UCrosib3yeme UMEeHHO cemeaoll (a He
noKanbHbIU) nyme Kk MSI ¢paiiny!

7. Haxmute Open.

8. HaxmuTe Assigned, a 3atem - OK. MNakeTt 6yget gobasneH B npaByto 4YacTb
okHa Group Policy.

Deploy Software |

Select deployment method:

) Eublished

" Advanced publizhed or assigned

Select thiz ophion to Aszign the application without modifications.

0k, I Cancel
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9. Bakponte ocHacTtky Group Policy, Haxmute OK 1 3aTem 3aBepLumte paboTty
ocHacTku Active Directory Users and Computers. DeviceLock Cepsuc byget
YyCTaHOBIIEH Ha KOMMbIOTEPbLI NPU UX CNeayoLEM BKITHOUYEHUN.

F Group Policy |_ O] x|

Tree I

E Devicelock Service diztibution [z
El@ Computer Configuration
- B[] Software Settings
“mad Software installation
I:l Windows Settings
]ﬁ SmartLine Devicel ook
i |:| Adrmirigtrative Templates
El@ IJzer Configuration
|:| Software Settings
I:l Windows Settings
|:| Adrmirigtrative Templates

| | paEl | i
| |

=  (OOHoBMNeHWe nakeTta

Ecnu npegbiaywasn Bepcus DeviceLock Cepsuca yxxe Obina yctaHOBNeHa 1 Bbl
XOTUTE OBOHOBUTHL €€ Ha HOBYH BEPCUIO:

1. 3anyctute ocHacTky Active Directory Users and Computers.

2. B pepese KOHCONW HaXXMUTe NpaBon KHOMKOW Ha BalleM AOMEHE U 3aTeM
KNuUkHUTE Ha Properties.

3. KnukHuTe Ha 3aknagky Group Policy, Bbibepnte 06bekT rpynnoBon NOSIUTUKN,

KOTOpbIN coaepXuT ctapyto Bepcuto naketa DeviceLock Cepsuc, Haxxmute
Edit.

4. B pasgene Computer Configuration packponte nNyHKT Software Settings.
5. KnukHuTe npaBoun KHOMKOMW Ha nyHKTe Software installation, Bbibepute New,
3atem Bblbepute Package.
¥ Group Policy [_ (O]
J fction  Wisw |J | | | | EX
TTEEI Mame ¢ | Werzion | Deployment state |

@ Mew Group Policy Object []_ser & ‘ﬂ Devicelock Service [old] 562 Agzigned
EI@ Computer Configuration
- B[ Software Settings

I:I Windows Setting
@ SmartLine Devic|  Wiew b
e[ Administratve Te————

=g User Configuration HE[’ESh_
-] Software Setting E#port List...

- Windows ISettlng Properties

l
|.-'-"-.|:||:Is a package.

I 2

Help |
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6. B none gnanora Open Beeaute nontHbii ceteson nytb (UNC) k obwemy
pasgeny, B KoTopoM pasmelleH HoBbi MSI nakeT DeviceLock Cepsuca.

7. Haxmute Open.

8. Haxmute Assigned, 3atem — OK. HoBbIV nakeT 6yaet obasneH B nNpasyto

yacTb okHa Group Policy.

¥ Group Policy [_ (O]

J fction  Wisw |J = -P|| |@

TFEEI Mame ¢ | Werzion | Deployment state |

eLock Service Azzigned

@ Mew Group Policy Object [s]_ser 4 % D evic Z
El@ Computer Canfiguration 'ﬂ Devicelock Service [old] 562 Agzigned
{20 Software Settings
- mm Software installation
-] Windows Settings

@) Smartline Devicel ock
- B[] Administrative Templates
=g User Configuration

-] Software Settings

-] Windows Settings _ILI
1 BT | 5

9. KnukHuTE npaBon KHOMKOW HA HOBOM NakeTe, BbibepuTte Properties, a 3atem

KNUKHUTE Ha 3aknaake Upgrades.

Devicelock Service Properties |

Generall Deployment  Uparades | Eateguriesl Mndificatinnsl Seu:urit_ul

¥ Group Poli

J Action Wie
Treel

Packages that thiz package will upgrade:

@ Mew Graup
El@ Compute
‘ El[:l Saft

G- Adrr Add... Fiemave
El@ Ilzer Co
|:| Sift
I:l Wit

K

Ii FPackages in the curent GPO that will upgrade this package:

¥ | Eequired wpgrade fon existing packages

| Ix|

=

] I Cancel 1]
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10.Haxxmute Ha Add, BbibepuTe ctapbii nakeT DeviceLock Cepsuca, koTopbin
Bbl XOTUTE 0OHOBUTL, KNMKHUTE Ha Uninstall the existing package, then install
the upgrade package v 3atem knukHuTe Ha OK.

Add Upgrade Package H |

— Chooze a package from
& Cument Group Policy Object [GPO)
A specific GPO:

Browse. .. |

— Package to upgrade

& Uninstall the exizting package, then install the upgrade package

"~ Package can upgrade over the existing package

k. I Cancel

11.KnukHuTte Ha OK, 4TOObl 3aKpbITb OKHO CBONCTB, 3aKponTe OcHacTKy Group
Policy, knukHuTte OK, a 3aTtem 3aBepLunte paboTy ocHacTku Active Directory
Users and Computers. DeviceLock Cepsuc 6yaet aBTomatmnyeckm o6HOBMNEH
Ha KOMMblOTEpPax Nonb3oBaTenemn Npu nx cnegyoLweM BKITHYEHNN.

chtinn Wigw |J<}= -P|||@

TTEEI Mame | Y erzion | Deployment state | |lpagrading |
@ Mew Group Policy Object [s]_s = Devicelock Service Azzigned Cevicelock Service [old)
El@ Computer Configuration 'ﬂ Devicelock Service [old) 562 Azzigned Mone

=1 Software Settings
o Software installatic
[:I Windows Settings
@ SmartLine Devicelock
i -1 Administrative Templal
El@ Uszer Configuration

D Software Settings  —

D Windoves Settings -
0 [ [ L | i
| |
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» [lepeycTaHOBKa nakeTta

B HekoTOpbIX cnyyasx Bam MOXeT noTpeboBaTbCs NEPeyCTaHOBUTL TEKYLLYHO
Bepcuto DeviceLock Cepsuca. [Ina nepeycTtaHOBKM nakeTa:

1.

2.

3anyctute ocHacTtky Active Directory Users and Computers.

B nepeBe KOHCOMM KIMMKHUTE NPaBOW KHOMKOMW Ha Ball JIOMEH, 3aTeM
BblbepuTe onuuto Properties.

KnukHute Ha 3aknagke Group Policy, KMMKHUTE Ha 06beKTe rpynnoBOu
NOSNIUTUKK, C MOMOLLIO KOTOPOro Bbl YCTaHaBNMBAaNIM NakeT, 3aTeM KITMKHUTE
Ha KHonke Edit.

PackponTte koHTenHep Software Settings, cogepXawmn nyHkT Software
installation, ¢ NOMOLLbIO KOTOPOrO Bbl yCTaHaBNMBaNu naker.

KnukHuTe no koHTenHepy Software installation, B KOTOPOM HaxOAUTCA NaKeT.

B npaBon yactu okHa Group Policy KNUKHUTE NpaBon KHOMKOW Mo nporpaMmve,
Bblbepute All Tasks, 3aTtem KnNukHUTE Ha onumn Redeploy application. bynet
nokasaHo coobweHune: “Redeploying this application will reinstall the
application everywhere it is already installed. Do you want to continue?”
("lMoemopHas ycmaHo8Kka 3mo20 rpusoxeHusi bydem rnepeycmaHasugams
rpurioxeHue se30e, 20e OHO yxe ycmaHoereHo. bydeme npodormkame?")

Haxmute Yes.

3akpounTte ocHacTky Group Policy, Haxmute OK, 3aTem 3aBepunte paboty
ocHacTku Active Directory Users and Computers. DeviceLock Cepsuc byaet
aBTOMATU4YECKM NepeyCTaHOBMNEH Ha KOMMNbIOTEPAX Nofb3oBaTenen npu nx
CrneayoLLEM BKITIOYEHNN.

= YpaneHue naketa

YTtobbl yoanuteb DeviceLock Cepsuc:

1.

2.

3anyctute ocHacTtky Active Directory Users and Computers.

B nepeBe KOHCOMM KMMKHUTE NPaBOv KHOMKOW Ha BalleM JOMEHe, a 3aTeM
KNukHuTe Properties.

KnukHute Ha 3aknagky Group Policy, KnUKHUTE Ha 06beKTe rpynnoBomn
NOSINTUKK, C MOMOLLbIO KOTOPOro yCTaHaBnMBarncs nakeT, a 3aTeM HaXXMuTe
Edit.

Packponite koHTenHep Software Settings, cogepXalwmn nyHkT Software
installation, ¢ NOMOLLBIO KOTOPOro yCTaHaBNUBArICA NakeT.

KnunkHuTe Ha KoHTenHepe Software installation, cogepXawem naker.
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6. B npaBown yacTtu okHa Group Policy KNMKHUTE NpaBoWn KHOMKOW Ha nporpaMmme.
Bbibepute All Tasks, a 3atem - Remove.

7. Knuknute Immediately uninstall the software from users and computers,
3ateMm kKHomnky OK.

8. 3akponte ocHacTky Group Policy, HaxmuTe Ha KHonky OK, 3aTeM 3aBepLumTe
paboTty ocHacTku Active Directory Users and Computers. DeviceLock Cepsuc
OyoeTt aBTOMaTU4ECKM yaaneH ¢ KOMNbITEPOB NOMb3oBaTenen Npu nx
cnegyloweM BKITHYEHUN.

Moxanyncta, nmenTe B BUAY:

YcTaHoBKa n yoaneHne nponcxoauT TOJTbKO NMpPU BKIMKOYEHNUU KOMMbIOTEPA. 10
npenoxpaHAaeT OT HeXeJlaTellbHbIX pe3yNibTaTOB, TakKMX KakK yaaneHume nin
obHoBMEHNE NpuUNoXxeHmd, ncnonb3yemoro B AaHHbI MOMEHT MNOSIb30BaTENSAMM.

DevicelLock Cepsuc 6yaet ckonmpoBaH B cuctemMHbin pasgen Windows (Hanpumep,
c:\winnt\system32), ecnivn aTOT cepBu1C eLle He YCTaHOBIEH B cucteme. Ecnu cepsuc
yXe 6bin ycTaHOBNEH, HO ABnsieTcs 6onee ctapown Bepcuen, DeviceLock Cepsuc

OyaeT ckonvpoBaH B pa3gen, rae yctaHoBreHa npeabigyLias BEPCUs U 3aMEHUT ee.

Ecnu DeviceLock CepBuc yctaHoOBNeH Ha ANCKOBOM pasferne ¢ hannoBom
cuctemon NTFS, nporpamma yctaHoBKM 3aMTUT (pann cepeuca (diservice.exe)
NoCpeaAcTBOM paspeLleHns TONbKO YneHam rpynnel Administrators
(AdmuHucmpamopsi) nnn akkayHty SYSTEM (CUCTEMA) gocTyna k aTomy channy.

Mporpamma yctaHoBKM Takxke 3awmwaeT DevicelLock CepBuc nytem paspelueHus
TONbKO YneHam rpynnel Administrators (AOMuHucmpamopskl) nnv akkayHty SYSTEM
(CUCTEMA) 3anycka, OCTaHOBKW Unn yaaneHus cepeuca.
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3. MeHepxep NpynnoBou NMonutuku DevicelLock

3.1 YcTaHoBKa

Menepxep Npynnoson MNonutnkn DeviceLock MoxeT BbITb yCTaHOBNEH Ha Ntobon
koMmnbloTep, paboTatowmn noa ynpasneHnem Windows 2000/XP nnn Windows Server
2003.

MeHepxep N'pynnoson MNonutukm DeviceLock BkntoyaeT B cebsa MMC-koHcornb
ynpasrnieHunsa DevicelLock, noxoxyto no yHKumMoHaneHocTh Ha DeviceLock MeHemxep n
CnyXatuyto A4ns HernocpeacTBEeHHOro ynpassieHUss KOMMNboTepaMm € 3anyLeHHbIM
DevicelLock Cepsucom. MMC-koHconb ynpasneHus DeviceLock moxeT 6bITb
ycTaHoBrieHa Ha komnbroTep ¢ Windows NT 4, HO ans ee oyHKUNMOHMPOBaHUS Takxe
Tpebyetca ycraHoBuTb Microsoft Management Console. 3arpy3ntb Microsoft
Management Console ana Windows NT4, moxHo ¢ BebcarnTta Microsoft:
http://www.microsoft.com/downloads/details.aspx?familyid=3F620A07-C996-4A81-
AAD8-30134A43EC46&displaylang=en

UT06bI ycTaHoBUTL MeHemxkep Mpynnoson MNonutuku DevicelLock, Hy>xHO 3anycTuTb
nporpaMmmMmy yCcTaHOBKU (Setup_gp.exe).

Menepxep Npynnoson MNonutmkn DeviceLock yctaHaBnuBaeTcs B kKaTanor, BblOpaHHbIn
Bamu. Ecnv Ha komnbroTepe yxe 6bin1 yctaHosneH MeHnegpxkep [Mpynnosown MNonutukm
DevicelLock, nporpamma ycTaHOBKM NpegnaraeT TOT e KaTtanor. Ecnv npeablayLuen
YCTaHOBKW HanaeHo He 6bI1o, nporpammMa npegnoXxuT Bam yctaHoBuTb MeHeaxep
"pynnosown MNonutukn DevicelLock B kaTanor Program Files cuctemHoro amncka
(Hanpuwmep, C:\Program Files\DevicelLock Group Policy Manager). B niobom crny4yae, Bbl
MOXeTe camu BblbpaTb Nobon KaTtanor Ansa yCTaHOBKM.

lMocne ycnewHon yCcTaHOBKU Bbl MOXeTe OTKpbITb MeHepkep ["pynnoson MonuTtuku
Devicelock, 3anycTuB ctaHOapTHbIN peaakTop 06BbEKTOB rpynnoBOM NOSIUTUKK
Windows.

Yto 66l 3anycTute MMC-koHconb ynpasneHus Devicelock, Boibepute nyHKT
DevicelLock Management Console n3 mento Programs
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3.2 \lcnonb3oBaHue

Bbl MOXeTe ucnons3osate MeHemxep 'pynnosou MNMonutukmn DevicelLock ans KoHTpons

3a paspeleHnamm n Hactponkamm DeviceLock nocpeacTtsom rpynnoBouv NOSIMTUKA B

JOMeHe.

Menepxep 'pynnoson NonuTtukn DevicelLock nHTerpupoBaH B CTaHOAPTHbLIN pefakTop
o6bekToB rpynnoson nonutukm (GPO).

YTo6bI HavaTb pabotate ¢ MeHegxepom [Mpynnoson Monutukm Devicelock:

1. 3anyctute ocHacTky Active Directory Users and Computers

2. B pepeBe KOHCONU KIMMKHUTE NpaBou KHOMKOW Ha BalleM JOMeHe, 3aTeM

BblbepuTe onuuto Properties.

{é!hcti\re Directory Users and Computers

| % Corsole  Window  Help | 2] =]
Tree I sl2.com 5 objects
@ Active Directory Users and Computer Name I Type
- E- (3 Rl builtinD amain
& D.elegate Control... ters Cartainer
w3 (  Find.. _ h Controllers Organizational Unit
#-gz [ Connectto Domain... S ecutyPrincipals Container
#-C1F  Connect to Domain Contraller. . Container
H-C1 1 Operations Masters...
Hew b
Al Tazks »
"iiEn r
ﬂ— MHew wWindow from Here —I LI
|Dpen$ prope
——  Refresh |
Ewpart List. ..

Properties

Help
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3. KnukHute no 3aknagke Group Policy, BbibepuTte Tpebyemblin 06BHEKT
rpynnoBON NOSIUTUKM N HAXXMUTE Ha KHOMKy Edit. Ecnu Bbl XoTUTE co3gatb
HOBbI OOBEKT rPyNNOBOMN NOSIUTUKK, HAaXMUTE Add.

_1o]x]|

-."{f:zﬁctive Directory Uzers and Computers

J@ Ty T0n] SO T e 0N 512 com Properties |

Tres I Generall Managed By Group Palicy |

& Current Group Policy Object Links for =l2

[Group Palicy Object Links | Mo Overide | Dizabled |
ﬁ Default Damain Palicy W

@ Active Directaory Users
El@ gl2.com
- Builtin
-] Computers
(& Domain Contre
-] ForeignSecurit
-] Users

[aroup Palicy Objects higher in the lizt have the highest pricrity.
Thiz lizt obtained from: =l_server? =2 com

New | add. |

FProperties | [ |

Options... | Delete... |

[ Block Policy inheritance

] | Caricel | e 1] |

4. B pasgene Computer Configuration Bblbepute SmartLine DevicelLock.

¥ Group Policy [_ O]
Tree I Type |
@ Drefault Damain Policy [s_server?. 512.com] Palicy g Floppy
El@ Computer Configuration (=) Removable
- -1 Software Settings = Hard dizk
[:l Windows Settings 52 Network drive
@ SmartLine Devicelock &) CO-ROM
i [:l Administrative Templates S RAM disk
El@ User Configuration &7 Serial part
[:l Software Settings S Parallel part
[:l Windows Settings 2 Tape
-7 Administrative Templates 5%, USE port
,El Infrared port
&e? |EEE 1394 port
Bluetooth
T wiFi
I
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B kauyecTBe anbTepHaTVBbI Bbl MOXETE 3anycTuTb kKoHconb MMC n go6asuTb
CTaHOAPTHYK OCHACTKY rpynnoBOW NOMUTUKA BPYYHYHO:

1.

2. OTkponTe MeHto File, 3atem knukHuTe Add/Remove snap-in.

- OX

"ﬁid |5-:I:i|:un View  Favorites

Tfn Console1 - [Console Root]

Window
=] CErlr
QpEn... Chrl+O
Save Ckrl4+3
Save fAs...

CEr+M

add/Remove Snap-in. ..
Options...

1 C:h\downloads'Group Policy . msc
2 CAWTINDOW'SS, \comprngmt . msc
3 DeviceLock Management. msc

4 Devicelock Management, msc

Exit

Help

- =X

3anyctute mmc n3 KOMaHOHOW CTPOKM MU UCNONb3ynTe MeHo Run ans
BbINOSTHEHUSA 3TON KOMaHAbI.

Mame

There are no ikems ko show in this view,

I.ﬁ.u:lu:ls or removes individual snap-ins.

3. KnukHuTe Ha 3aknagky Standalone, 3atem Haxmute Add.

©1997-2006 3A0 "CmapT NaitH MHK". Bece npasa 3awmieHsl. DevicelLock aBnseTcs 3apermcTpupoBaHHON TOProBOW MapKow.

AddfRemowve Snap-in

Standalone | E stenszionz
Uze thiz page to add or remove a standalone Snap-in from the conzole,
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D ezcription
Bemove About. .
ak. ] [ Cancel
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4. Bbibepute n3 cnucka ocHactky Group Policy, HaxmuTte Add.

Tﬁl_ Consolel - [Console Root]

o
I8 Add/Remove Snap-in

Standalone | Extensions

Use thiz page to add or remo@ULEIEGLET R BB |

Snapine addedtor | Col  Available Standalone Shap-ns:

Snap-in Wendor |
E Dizk, Defragmenter Microzoft Corp, Executive i
Eﬁ Dizk. Management Microsoft and VERITAS 5S¢
30| Event Wiewer Microsoft Corporation
Z|Folder Mizrazaft Corparation =
Group Policy Microzoft Corporation —-
E Indexing Service Microzoft Corporation, Inzo
l’% IP* Security Monitar Microzoft Corporation
-_\'% IP Security Policy M anagement Mizrozoft Corparation
I_ #] Link to 'web Address Microsoft Corporation e
g I 3
Dezcription = =
Description
T hiz znap-in allows you o edit Group Policy Objects which can be linked
to a Site, Domain, or Organizational Unit in the &ctive Directon or stored
ah & cornputer.
Add Bemoy
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5. Bblbepute 00bEKT rpynnoBon NOANTUKA UK N3 JOMEHA, UITN U3 NOKaSbHOMo
KOMNblOTEpPa, HAaXMUTE Ha KHONKY Finish.

Select Group Policy Object @

Welcome to the Group Policy Wizard g
—

Group Policy Dbjects can be stored in the Active Directory

[
g ar on a lacal compker.
_——

Ilze the Browse button to zelect a Group Policy Object.

Group Policy Object:

Remote computer: sl_server?

[] Allow the focus of the Group Policy Snap-in to be
changed when launching from the command line. This
anly applies if you zave the conzole.

Finizh ] [ Cancel

6. Haxmute Close, 4ToObl 3akpbiTb OKHO Add Standalone Snap-in.

7. Haxmute OK, 4yTob6bl 4O6aBUTL OCHACTKY.
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8. Packponte koHTenHep Computer Configuration, Bbilbepute SmartLine
Devicelock.

ri'rl'l Group Policy - [Console Root\l ocal Computer Policyd\Compu... [ @z|

Tﬁ File  Action  Mjew  Fawvorites  wWindow  Help _ |E x

E)
L) Console Roaot Type |
==} Local Computer Palicy 2HFloppy
- Cornputer Configuration [=IRremavable
+-(E3 Su:!FI:ware Settings =aHard disk
+-[_] Windows Settings Shetwark drive
+-[_] Administrative Templates S CD-ROM
SrnartLine Devicelock FLAM disk
+ @ User Configuration gS ol s "
etial por
#Para"ﬂ port:
%Tape
&2 56 port

,Ei Infrared port
& IEEE 1394 port
Bluetooth

Y wiFi

HeT pasHuubl Mmexay npouenypor 3agaHusa npas 4OCTyna v npasvn ayguTa
nomoubto DeviceLock MeHexkepa n Menemxepa IMpynnoson Nonutnkn DevicelLock.
MpocTo BbiGepuTe TN yCTPOMCTBA U YCTAHOBUTE NpaBa A4oCTyna u/unu npasvna
ayauTa ans Hero Tak, Kak 3To onucaHo B fokymeHTe DeviceLock Manual _ru.pdf

Ecnu Bbl XO0TUTE 3anpeTuTb MHAMBUAYanbHoe (T.e. 6e3 NCNoNb30BaHNS rPyNNOBbIX
NoNUTKK) N3MEHEHME NpaB AOCTyna u npaswun ayauTa, Belbepute nyHKT Override Local
Policy w3 koHTeKCTHOro meHo Options. 3TO AaeT BO3MOXHOCTb NPUHYAUTENbHO
YCTaHOBUTb PEXUM rPYNnoBOWN NOMNTUKM ANSA BCEX KOMMbIOTEPOB B 06 bEKTE rpynnoBou
nonutunkn (GPO). Takum obpasom, pexxum nokanbHon NonuTukn byaeTt HeJoCTyneH Ans
9TUX KOMMNbIOTEPOB 1 ynpasrneHme nmm npu nomowm DeviceLock MeHepxepa byaet
HEBO3MOXHO.

MomHume: npu usmeHeHuu npae docmyna u Hacmpoek DeviceLock ¢ nomowbro
epynnoeot nonumuku, DeviceLock Cepeuc dosmkeH 6bimb ycmaHO8/1eH U 3anyuw,eH Ha
ecex KoMrnbromepax, exoosuwux 8 o6Lekm epynnoegol nonumuku (GPO). Ons
nony4eHusi 6osiee nodpobHol uHghopmayuu 06 ycmaHoeke cepguca, obpamumechs,
noxanylcma, k anaee YcmaHoeka DevicelLock Cepeuca.

Takxe He 3a6yObme, 4Ymo 2pynnoeasi noumuka o6HoeJsisiemcsi Ha nepuodu4eckol
ocHoee (Mo yMon4aHur, Kaxobie 90 MUHym), mak 4mo eawu u3MeHeHusl He 6ydym
umemsb cusny HemeOosieHHo. [jns 6osiee nodpobHoll uHghopmayuu Yumatme a2nasy
O6Hoe1IeHUe 2pynnoebIX MoJUMUK.
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